
Follow Along
@EzeCastleECI
#CyberPE

CYBERSECURITY FOR PRIVATE EQUITY:
STRATEGIES TO AVOID BEING THE NEXT CYBER TARGET

Tuesday, May 23, 2017

Matt Donahue
Eze Castle Integration

Bob Shaw
Eze Castle Integration



Follow Along
@EzeCastleECI
#CyberPE

Discussion Topics

Today’s Cyber Threats
Key Risks to PE Firms

Strategy: Defense in Depth
Identify, Protect, Detect, Respond, Recover

Mitigating Vendor Risk

The Human Factor
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Moving Targets: Today’s Threats

Malware/
Ransomware

Hacktivism

Social Engineering Insider Threats

Espionage/
Cyber Terrorism

Cyber Crime
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Rise of Ransomware

Source: 2017 Verizon Data Breach Investigations Report
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Phishing Scams to Watch for

• Social attacks were utilized in 43% of all breaches 

• Almost all phishing attacks that led to a breach 
were followed with some form of malware

• 66% of malware was installed via malicious email 
attachments

• 73% of breaches were financially motivated

Source: 2017 Verizon Data Breach Investigations Report
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Risks to Private Equity

Business and operational risk
• Reputational risk 

Regulatory risk

Investment risk 
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Defense in Depth: Security Layers

Identify Protect Detect Respond Recover
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Technology Elements to Security
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Vendor Risk Management

Private 
Equity 
Firm

IT/Cloud 
Provider

Attorney

Tax/Auditor

Fund Admin
Investor 

Reporting

Accounting

Payroll/HR
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The Human Factor
Make your employees a cyber security asset.

Regular InfoSec 
Training

Phishing Simulation 
Emails
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Questions? 

Matt Donahue
Business Continuity/Data 
Privacy Consultant

Eze Castle Integration
mdonahue@eci.com

Bob Shaw
Director of Technical 
Architecture 

Eze Castle Integration
bshaw@eci.com www.eci.com/blog
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